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Abstract 
The continuous quest to simultaneously achieve high power efficiency and high level of security has become a 
significantly challenging design objective in modern integrated systems. While various techniques have been proposed to 
increase the power efficiency at a given operating point, these techniques typically offer low power efficiency at light-
load. Additionally, although software-based isolation mechanisms can rarely prevent information leakage to malicious 
hardware-based attacks, the amount of research to tackle malicious attacks at the hardware level has been limited. Side-
channel analysis – one of the primary hardware attacks – utilizes certain physical properties of computing devices such as 
power, temperature, sound, light, timing, and electromagnetic emanations to obtain critical information. The emergence of 
Internet of Things (IoT) devices, datacenters, and cloud computing has exacerbated the stringent design requirements to 
achieve security against side-channel attacks without a significant degradation in power efficiency, performance, and cost. 


	Department of Electrical and Computer Engineering Colloquia Series

